NHdopmMaumoHHana namMaTKa ana obyuarowmxcs
ANs pasMeweHms Ha ocbmumanbHbiX MHTepHeT-pecypcax
C KaxablM rogoM Mosioaexu B MHTEPHETE CTAHOBUTCHA 6OJ'IbL1Je, ad LWKOJIbHUKU
O4AHUN N3 CaMbIX aKTUBHbIX nosib3oBaTenen PYHeTa. Me>|<uy TEM, MOMMNMO OIrpoOMHOIO
KoO1m4yecTtBa BO3MO)KHOCTel7I, MHTEPHET HECET U I'Ip06ﬂeMbI. OTa namMaTka AOO0J1XKHa
rnoMoyb Tebe 6e30nacHO HAXOAUTBLCS B CETWU.

KoMnbroTepHbie BUPYCbI

KoMnbloTEpHbIM  BUPYC - 3TO  Pa3HOBUAHOCTb  KOMMbLKOTEPHbIX  MpPOrpamm,
OTIMYUTENIbHON OCO6EHHOCTbI0 KOTOPOM SBASETCA CNOCOBHOCTb K pa3MHOXeHUt. B
AOMOJSIHEHNE K 3TOMY, BMPYCbl MOryT MOBPEAUTb MAM MOJSIHOCTbIO YHUUYTOXUTb BCEe
dannbl U paHHble, MNOAKOHTPOSIbHbLIE MOSIb30BATEND, OT WMMEHWU KOoToporo 6biia
3anyweHa 3apaxXeHHas nporpamMa, a TakXe MOoBpeanTb WUAW AaXe YHUUTOXWUTb
onepaunoHHY cuctemMy co Bcemun dannamm B uUenoM. B 60nblUMHCTBE Cny4vaes
pacnpoCTpaHsoTCs BUPYCbl Yepe3 MHTEPHET.

MeToabl 3aWMTbl OT BP€A4OHOCHbIX NPOrpamMmm:

1. Wcnonb3yit COBpPEMEHHble OMNepaunoHHbIE CUCTEMbI, WMEKOLWME CEPbE3HbIN
YPOBEHb 3allNTbl OT BPEAOHOCHbIX MPOrpamm;

2. MNMocTosiHHO ycTaHaBnuBan natum (UM@poBbIE 3anaaTKK, KOTOpble aBTOMaTUYeCKU
yCTaHaBNMBAOTCA C UeNnbko A0paboTKM nporpammbl) U Apyrne obHOBNEHUS CBOEN
onepaunoHHon cuctembl. CkaymBam UX TONMbKO C oOdUUMANbHOro cauTa
pa3pabotumnka OC. ECcnum cywecTByeT pexmM aBToOMaTUYeCcKoro obHOBMEHUS, BKIHOUM
ero;

3. Pabotam Ha CcBOeM KOMMbKTEpe nNoh NpaBaMu Mofnb3oBaTens, a He
aAMUHUCTpaTopa. OTO He MNO03BOSINT OONbLWIKMHCTBY BPEAOHOCHbLIX MNpOrpamm
WHCTaN/IMpoBaTbCs HA TBOEM NEPCOHANIbHOM KOMMbIOTEPE;

4. Ncnonb3yi aHTUBUPYCHbIE MPOrpaMMHbI€ MPOAYKTbl U3BECTHbIX NMpou3BoAUTENEN,
C aBTOMATUYECKMM o6HOBNEHUEM 6a3;

5. OrpaHuyb pU3MYECKN AOCTYMN K KOMMNbKOTEPY A1 MOCTOPOHHUX NULL;

6. MiIcnonb3yn BHELWHWE HOCUTENN MHPOPMaLKMN, Takne Kak dnewka, guck nnu dann
N3 MHTEepHeTa, TOJIbKO U3 NPOBEPEHHbIX MCTOYHUKOB;

7. He oTKkpbiBann KoMNbloTEpHble dalfibl, NOSyYEeHHbIE U3 HEHAAEXHbIX UCTOYHUKOB.
[Naxe Te dannbl, KOTOpble MNpucian TBOW 3HAKOMbIK. Jlydylwe YTOYHW Yy Hero,
oTnpasnsn nm oH Tebe mx.

Cetn WI-FI

Wi-Fi - 2To He BuA nepepayun faHHbIX, HE TEXHOOMMSA, a BCcero nuwb 6peHa, Mapka.
Ewe B 1991 roay HugepnaHackasa KoMnaHusa 3aperncrpuposana 6peHg «WECA», yto
obo3Hauano cnosocoyeTaHne «Wireless Fidelity», KoTOpbin nepeBOANTCS Kak
«becnpoBoAHas TOYHOCTb>.



[lo Hawero BpeMeHW pgowna apyras abbpeBuaTypa, KoTopas sIBNSieTCS TaKOW Xe
TexHonormen. 10 abbpesmatypa «Wi-Fi». Takoe Ha3BaHue 6bI10 AAHO C HAMEKOM
Ha CTaHZapT BbICLINI 3BYKOBOW TeXHWMKM Hi-Fi, 4TO B nepeBofe O3Ha4aeT «BbiCOKas
TOYHOCTb>.

[a, 6ecnnaTHbll WHTepHeT-ZOCTYNn B Kade, oTenax W asponopTax SBASETCS
OT/INYHOM BO3MOXHOCTbIO BbIXOAa B WMHTEpHET. HO MHOrme akcnepTbl CYUTAKT, YTO
obwepoctynHble Wi-Fi ceTn He aBnstoTcs 6e30nacHbIMU.

CosBeTtbl Nno 6e3onacHocTu pabore B o6wenqocrynHbix cetax Wi-Fi:

1. He nepepaBai CBOIO NMYHYO0 MHPOpMaumto Yyepes obuwenoctynHblie Wi-Fi ceTw.
PaboTas B HMX, XXenaTenbHO He BBOAUTb Maponaun A0CTyna, NOrMHbl U Kakue-To
HOMepa;

2. icnonb3yn n 06HOBNSIN @aHTUBUPYCHbIE NporpamMMbl U 6paHaMayap. TeM cambiM Tbl
obe3onacuiib cebs oT 3aKayku BMpyCa Ha TBOE YCTPOMUCTBO;

3. Mpwn ncnonb3zoBaHum Wi-Fi oTkAtoum pyHkumio «O6wmnmn goctyn K dpannam u
npuHTepam». [laHHasa dyHKUMSA 3aKpbiTa Mo YMONYaHUIO, OAHaKO HeKoTopble
nonb3oBaTesin akTUBUPYIOT eé ansa yaobcTea NCcnonb3oBaHns B paboTte nnm yyebe;

4. He ncnonb3yn nybnmunbin WI-FI ona nepenaym nnMUYHbIX AaHHbIX, HanpuMep Ans
BbiX04a B coUMANbHbIE CETU UTN B SNIEKTPOHHYIO MOYTY;

5. Nlcnonb3yn TONbKO 3awmuieHHoe coeanHeHmne 4yepes HTTPS, a He HTTP, T.e. npwu
Habope Beb-agpeca BBOAM UMEHHO «https://»;

6. B Mo6bunbHOM TenedoHe oTKAuUM PyHKUMIO «MNoagkntoyeHmne K Wi-Fi
aBToOMaTMyeckn». He gonyckam aBTOMaTMYeCKOro noAK/ItHYEeHUS YCTPOMCTBA K CeTAM
Wi-Fi 6e3 TBOero cornacums.

CoumanbHbie ceTu

CoumanbHble CETU aKTUBHO BXOAAT B HALLy XW3Hb, MHOrMe noan paboTtatoT n XnsyT
TaM NOCTOSIHHO, a B Facebook yxe 3aperncrpuposaH MuUnavapa 4YenoBek, 4to
SABMAETCHA OAHOM CeAbMON BCEX XUTeNewm niaaHeTbl. MHOrne nonb3oBaTenin He
NMOHMMAIOT, YTO MHDOPMaUNS, pa3MeLleHHass MU B COUMANbHbIX CETSAX, MOXET 6bITb
HarvaeHa U UCnonb3oBaHa KeM yrogHo, B TOM yucne He obga3aTtenbHo ¢ 6narnmu
HaMepeHUsaMn.

OCHOBHbIe coBeTbl N0 6e30nMacHOCTU B couMaJibHbIX CeTAX:

1. OrpaHunyb cnMcok apy3sen. Y Tebs B Apy3bsX HE AO/HKHO ObiTb C/lyHYaMHbIX U
HEe3HaKOMbIX fto4eNn;

2. 3awmuan CBoOK YacTHYO XM3Hb. He yka3biBan naponu, TenedoHbl, aapeca, aAaTty
TBOEro PpOXAEHUSs W APYryl JIMYHYIO WHGOPMaUMIO. 3N0YMbIWIEHHUKU MOryT
MCNoNb30BaTb Aaxe WMHOopMauuilo O TOM, KakK Tbl M TBOW poauUTENnn nnaHupyeTte
NPOBECTN KaHUKYbI;



3. 3awumLlan CBOK penyTauuto - AepXN ee B YUNCTOTE 1 3aaaBan cebe Bonpoc: xoTen
6bl Tbl, 4TOObl Apyrne no/Ab30OBaTENN BWAENW, 4YTO Tbl 3arpyxaews? [Moayman,
npexae Yem 4yTo-To onybamMKoBaTb, HAaNMCaTb M 3arpy3nTb;

4. Ecnn Tbl roBOpuLLb C NIOABMU, KOTOPbIX HE 3HaElWb, HE UCMNOMb3Yyl CBOE peasibHoe
UMS U APYryH NUYHYO WHMOPMAUWUKU: UMS, MECTO XUTENbCTBA, MECTOo y4uebbl U
npouee;

5. W3beran pasmeweHus ddotorpacdmii B WNHTepHeTe, rae Tbl Kn306paxeH Ha
MECTHOCTUM, N0 KOTOPOM MOXHO OonpeaesinTb TBOE MECTOMOJIOXEHMNE;

6. lpn peructpaunmm B coumanbHOM CceTn HeobXoAMMO MCMOSIb30BaTb CJ/IOXHbIE
naposin, cocrtodawimne mn3 6YKB “n Ll,l/ld)p M C KONIMYeCTBOM 3HAKOB He MeHee 8;

7. Qna counanbHOM CeTWU, NOoYTbl U APYrMX canToB Heob6XoAMMO WCMNOJSb30BaTb
pa3Hble naponu. Toraa ecnun t1ebs B3/10MAIOT, TO 3/I0YMbILLNEHHUKN Noay4vaT AOCTYyn
TO/IbKO K OAHOMY MECTYy, a He BO BCe cpasy.

OIeKTPOHHbIE AEeHbIn

DNEeKTPOHHbIe AeHbIMM — 3TO O4YeHb YA0b6HbINM Cnocob nnaTtexen, 04HAKO CYLLUECTBYIOT
MOLUEHHWNKMN, KOTOPbIE XOTAT MONYYUTb 3TU AEHBLIU.

D/IeKTPOHHbIEe AeHbIM NosBUANCL COBCEM HEeLaBHO M MMEHHO M3-3a 3TOr0 BO MHOMMX
rocygapcreax Ao CUX NOp He NponmcaHo npo HMX B 3aKOHax.

B Poccun xe oHM PYHKUMOHUPYIOT M O HUX YXe MNPONMCaAaHO B 3aKOHe, rae ux
pa3aensoT Ha HECKOIbKO BMAOB - @HOHMMHbIE U HE @HOHMMHbIE. PasHuua B TOM, 4TO
@QHOHMMHbIE - 3TO Te, B KOTOpPbIX pa3pellaeTcs npoBoaUTb onepaumn 6e3
naeHTMdUKaumm nonb3oBaTens, a B He aHOHUMHbIX MAEHTUdUKAUMKM NoSb30BaTeNs
aBnseTcsa obsa3aTenbHON.

Takxe cnepyet pasnuyaTtb 3/IeKTPOHHbIE dunaTHble AEeHbIn (paBHblI
rocyaapCTBEHHbIM BankdTaM) WU 3EKTPOHHble He duaTtHble AeHbrn (He paBHbI
rocyaapCTBEHHbIM BastoTaM).

OCHOBHbIe coBeTbl o 6e3onacHoi paboTte C 3/IeKTPOHHbIMU i€HbraMu:

1. MpuBsxun K c4eTy MOOUNbHLIN TenedoH. ITO caMbl YAOOHbIN U BbICTPbLIN CNOCO6
BOCCTAHOBUTb AOCTYyn K cyeTy. [lpuBA3aHHbIM TenedoH NoMoOXeT, ecnu 3abypelb
CBOW MJ1aTeXHbIW Naposib UK 3anAellb Ha CauT C HE3HAKOMOIo YCTPOUCTBA;

2. Wcnonb3yit ogHopasoBble naponu. Mocne nepexoaa Ha YCUNEHHYIO aBTOPU3aLMIO
Tebe yxe He 6yaeT yrpoxaTb OMACHOCTb KpPaXu WM nepexBaTa MNNaTexHoro
napons;

3. Bbibepu cnoxdbih naponb. lpectynHnkam 6yger He NpoOCTO yragaTb CNOXHbIN
naposib. HagexHble naposin — 3TO Naposin, KOTopble cofepXXaT He MeHee 8 3HAKOB U
BK/IIOHAOT B cebsa CTpOYHble U NponUCHbIe O6YKBbI, LUMPPbI N HECKOBKO CMMBOJIOB,
TakuMe Kak 3HaK pgonnapa, (QyHTa, BOCKAMUATENbHbIA 3HAaK u T.n. Hanpumep,
StRONg!;



4. He BBOAW CBOM JIMYHbIE AAHHbIE HA CaWTax, KOTOPbIM He AOBepSELlb.
DNeKTpPOHHaA nouyTa

DNEeKTPOHHasaA nMno4yta — 3TO TEXHONOrMs W npenocTaBNsgeMble el YCayru no
rnepecbiike M MNONYYEHUID 3NEKTPOHHbIX COOOLLEHUI, KOTOpble pacnpeaensioTca B
KOMMbOTEPHOMN ceTU. OBbIYHO 3/1IEeKTPOHHbIM NOYTOBbLIM SALWMK BbIFNSAUT CNeayowmm
obpa3oM: wuMA_Nonb3oBaTens@uMs_aoMeHa. Takxe Kpome nepegadm npocTtoro
TeKkcTa, MMeeTCsa BO3MOXHOCTb nepeaasaTtb danbl.

OcHOBHble coBeTbl N0 6e3onacHoM paboTe C 3/IeKTPOHHOW NOYTOM:

1. Hapo Bbi6paTb NpaBUabHbIA NOYTOBbLIN CEPBUC. B MHTEpHETEe eCTb OrPOMHbIN
Bbl6op 6ecnnaTHbIX NOYTOBLIX CEPBMUCOB, OAHAKO Nyylle A0BEPSATb TEM, KOro 3HaelWb
WU KTO NepBbI B penuTUHre;

2. He ykasbiBan B NMYHON noyTe SINYHY0 nHdopmaumto. Hanpumep, nydwe BbibpaTtb
«My3blKanbHbIM_daHaT@» unm «pok2013» BMeCcTO «TemMal3»;

3. icnonb3yn ABYX3TanHy aBTOpM3aUunio. DTO Korga noMMMO Naposis HYXHO
BBOAMTb KO, NpUcCbiiaeMbli no SMS;

4. Bbibepu CMOXHbIM napofb. [Ns Kaxaoro noyToBOro siwmka AoJ/KeH 6biTb CBOM
HaZeXHbIW, YCTOMYNBbBIN K B3/IOMY Maposib;

5. ECnm eCTb BO3MOXHOCTb HanmcaTb CaMOMY CBOW JIMYHbIM BOMNPOC, UCMOJSb3YN 3Ty
BO3MOXHOCTb;

6. Ncnonb3ym HECKONbKO MOYTOBbIX SAWWMKOB. lMepBbin ANs YaCTHOWM Nepernmnckn c
agpecataMu, KOTOpPbIM Tbl fJoBepsielb. 3DTO 3NEKTPOHHbIA aapec He Hago
NMCNosib30BaTb MpU perncrpaunm Ha popymax u camtax;

7. He oTkpbiBan dannbl n gpyrue BAOXEHUS B NUCbMax AaxXe eCciiv OHW NpULan oT
TBOUX Apy3en. Jlydwe yTOYHU Y HUX, OTNpaBnsan nm oHn tebe 31n dannbl;

8. lMocne okoH4YaHMs paboTbl HA MOYTOBOM CeEpBUCE Nepes 3aKpbITUEM BKIAAKWU C
CaliTOM He 3abyab HaXaTb Ha «BbINTU».

KMGEPGY"HMHF UWJNn BNpPTYyaJibHOE n3faeBatesibCTtBo.

KnbepbynnuHr — npecnegoBaHue coobLIEHUSMWU, COAEPKALLNUMM OCKopbeHus,
arpeccuio, 3anyrmBaHue; XyJMraHcTBo; coluanbHoe 60MKOTUPOBAHNE C MOMOLLbIO
pPasNNYHbIX UHTEPHET-CEPBUCOB.

OcHOBHbIe coBeTbl No 6opbbe c kNbepbynnnHrom:

1. He 6pocanca B 6on. Jlyywmnin cnocob: nocoBeToBaTbCA Kak cebs Bectun n, ecnu
HEeT TOoro, K KOMy MOXHO 06bpaTuTbCs, TO BHa4yasne yCnoKOUTbCA. ECnm Tbl Ha4yHeWwb
oTBeYaTb OCKOp6/eHMSAMU Ha OCKOopbneHusi, To TONbKO ewe 60nblue pas’oXXellb
KOHMNNKT;



2. Ynpasnsi ceoen knbeppenyrtaumnemn;

3. AHOHMMHOCTb B CeTU MHMMas. CylecTBYIT Cnocobbl BbISCHUTb, KTO CTOMT 3a
AHOHUMHbIM aKKayHTOM;

4. He CTOUT BeCTU XYSIUraHCKMK obpa3 BUPTYanbHOW XWU3HWU. VIHTEpHET dukcmpyet
BCE TBOM AENCTBUSA U COXpaHseT ux. YaanuTtb ux byaeTt KpanHe 3aTpyAHUTENbHO;

5. Cobntoaan cBoO BUPTYyanbHYO YeCTb CMOJIOAY;

6. UrHOpuMpyn eAmHUYHbIA HeraTuB. OAHOpPa30Bble OCKOPOUTESNbHbIE COOBLLEHMUS
nyywle urHopmpoBaTb. O6bIYHO arpeccus NpekpallaeTcs Ha HadanbHOW CTaanu;

7. baH arpeccopa. B nporpammax o6bMeHa MrHOBEHHbIMM coobWweHnsaMn, B
coumanbHbIX CETAX eCTb BO3MOXHOCTb ONIOKMPOBKKM OTMpPaBKM COOBLWEHNN C
onpeaeneHHbIX agpecos;

8. Ecnu Tbl cBuaetenb kubepbynnuHra. TBOM [AENCTBUS: BbICTYNUTb MNpPOTUB
npecneposaTtensi, nokas3aTb €My, 4YTO €ero JAelCTBUS OLEHMBAOTCS HeraTUMBHO,
noadep)aTb >EpPTBY, KOTOPOM HyXHa McuUxosorndyeckass nMoMoWwb, COO6WMUTb
B3pOC/bIM 0 (DaKTe arpeccCMBHOIO NMOBEAEHUS B CETU.

Mo6unbHbIK TenedoH

CoBpeMeHHble CcMapTdOHbl W MNNaHWETbl coaepXxaT B cebe BMNOAHE B3pPOC/bI
dyHKUMOHAN, W Tenepb OHM MOFYyT KOHKYpupoBaTb CO CTauMOHApPHbIMU
KoMnbtoTepamMu. OgHaKo, CcpeacTB 3awWwnTbl ANns noaobHbIX YCTPOMCTB MOKa OYeHb
Mano. TecTupoBaHMe M NMOUCK YSI3BUMOCTENM B HUX MPOUCXOAUT HE TaK MHTEHCUBHO,
kak gna MK, To ke camoe KacaeTcsd N MOBUNbHbLIX NPUIOXKEHUA.

CoBpeMeHHble MOb6MNbHbIE 6pay3epbl YyXe MnpakKTUYecku [AOrHanM HacCTosbHble
aHanoru, oAHaKo pacwumpeHne @yHKUMOoHana Bre4veT 3a CoboM 60/bLIY C/TOXHOCTb
M MEHbLUYH 3alMLLEHHOCTb.

[Janeko He BCe nNpou3BOAMTENM BbIMyCKAOT OOHOBNEHUS, 3aKpbiBatoLWMe
KPpUTUYECKNE YS3BMMOCTM AN CBOUX YCTPOMCTB.

OcHOBHbIe coBeTbl Ana 6es3onacHOCTU MO6unbHOro tenedoHa:

1. Huyero He gBnseTcsa no-HacTosdweMmy 6ecnnatHbiM. Byab OCTOpOXEH, BEAb Koraa
Tebe npegnaratoT 6ecnnaTtHbIM KOHTEHT, B HEM MOryT OblTb CKpbITbl Kakue-To
niaaTHble YCIyru;

2. Qyman, npexae yem otnpasutb SMS, ¢oTo mnm Buaeo. Tbl TOYHO 3Haewb, rae
OHM 6yAyT B KOHEYHOM UTore?

3. Heob6xoamMmo 06HOBAATb ONEpaLMOHHYIO CUCTEMY TBOero cMapTdoHa;
4. \cnonb3yn aHTMBUPYCHbIe NporpamMMbl Ans MObunbHbIX TenedoHoB;

5. He 3arpyxali npuioXeHuss OT HEM3BECTHOr0 MWCTOYHMKA, BeAb OHWU MOryT
coaepxaTb BpeAoOHOCHOe NnporpamMMHoe obecrneyeHune;



6. Nocne Toro Kak Tbl BbinAelWwb C CanTa, rae BBOAW JIMYHYIO MHGOpMauuo, 3anam B
HacTponkn 6pay3sepa u yaanu cookies;

7. lepunoanyecku ﬂpOBepFIVI, Kakue ruiaTtHble YyCnyrn akKTuBmMpoBaHbl Ha TBOEM
HOMepE,

8. [asan cBon HoMep MObUNbHOro TenedoHa ToNbKO NAAM, KOTOPbIX Tbl 3HaELb U
KOMY foBepsiellb;

9. Bluetooth gonkeH 6bITb BbIK/IKOYEH, KOrda Tbl MM He nosib3yelwbcsd. He 3abbiBan
WHOr4a npoBepsTb 3TO.

Online urpbl

CoBpeMeHHble OHNaWH-Urpbl - 3TO KpacCo4Hble, 3axBaTbiBawllMe pa3BlieyeHus,
obbeanHsaWMe COTHM TbICAY YesioBeK Mo BCceMy MUpY. Nrpoku mccnenyroT AaHHbIN
UM MUp, obLlarTca Apyr C APYroM, BbIMNOMHAIOT 3a4aHNS, CPaXKatoTCA C MOHCTPaMn m
rnosiyyaroT oOnbIT. 3@ YyAOBONBLCTBME OHM MNATAT: MNOKynakwT AUCK, OrJiaymBatloT
aboHeMeHT nnu npmnobpeTatoT Kakme-To onuun.

Bce 2T cpeactBa mayT Ha nNogAdep)XaHue M pasBUTUE Urpbl, a TakKXe Ha camy
6e30nacHOCTb: COBEPLUEHCTBYKOTCA CUCTEMbl aBTOpM3auMKM, BbINYCKalOTCS HOBbIE
natum (umMdposble 3annaTkm 4158 NporpaMM), 3aKpbiBalOTCS YA3BUMOCTU CEPBEPOB.

B nMoAo6HbIX Urpax CTOUT OMNacaTbCA HE CTOJIbKO CBOMX COMEPHUKOB, CKOMIbKO Kpaxwu
TBOEro naposisi, Ha KOTOPOM OCHOBaHa cUCTeMa aBTOpM3aunM 6OMbLUMHCTBA UTP.

OcHOBHbIe coBeTbl N0 6e30MacHOCTU TBOEro UrpoBOro akKKayHTa:

1. Ecnun apyron nrpok Beget cebs nnoxo nnu cosgaet tebe HENPUATHOCTH,
3a6/10KNpyn ero B CNMCKE UIPOKOB;

2. Moxanyica aAMMHUCTpATopaM Urpbl Ha NJIOX0e NoBeAeHNE 3TOro UrpokKa,
XenaTenbHO NPUI0XNTb Kakue-To 0Ka3aTeNbCTBa B BUAE CKPUHOB;

3. He ykasbiBan IMYHYO UHPOpMaLno B Nnpodanne mrpbl;
4. YBaxan Apyrmx y4aCTHMKOB MO Urpe;

5. He yctaHaBnuBan HeoduumanbHble nMaTtym U MOAbl;

6. MIcnonb3yn CMOXHbIE N pa3Hble Naponu;

7. Oaxe BO BpeMs Urpbl HE CTOUT OTKAOYATb aHTMBMPYC. MNokKa Tbl Urpaellb, TBOM
KOMMbIOTEP MOTYT 3apa3uThb.

OULLMHI UWIN KpaXKa JINYHbIX AAaHHbIX.

O6blYHOMN KpaxXeWn AeHer U AOKYMEHTOB CerojHsi yXe HWUKOro He yauMBuWb, HO C
pa3BUTUEM UHTEPHET-TEXHOOMMN 3/1I0YMbILLUNEHHNUKN NepeMecTUINCb B MHTEPHET, U
NpoAO/IKAKT 3aHUMATbCS «NHOOUMbIM» AENOM.

Tak nosiBMIacb HOBAs Yyrpo3a: WMHTEPHET-MOLUEeHHW4YecTBa WM CIDVILIJVIHF, rnaBHas
Lesib KOTOPOro CoCtoumTt B noay4vYeHuu KOHCbVILI,eHLI,VIaJ'IbeIX AaHHbIX NONb30BaTenen



— JIOFMHOB M naponien. Ha aHrnMnckom sasbike phishing untaetca Kak uUWUHr (oT
fishing — pbibHas noens, password — naposb).

OcHOoBHbIe coBeTbl No 6opbbe ¢ puLIMHIOM:

1. Cnean 3a cBOMM aKKayHToM. Ecnm Tbl nogo3peBaellb, YTO TBOA aHKeTa 6bina
B3/lOMaHa, TO HeobxoaAuMO 3ab6/10KMpoBaTb €€ M COoobWUTb AAMUHUCTPATOpPaM
pecypca 06 3TOM Kak MOXHO CKOpeE;

2. Wcnonb3yn 6esonacHble Be6-canTbl, B TOM 4uCle, WHTEpPHET-MarasmHOB W
NMOUCKOBbLIX CUCTEM;

3. icnonb3yi CNoXHble U pa3Hble Naponu. TakuMm obpa3oM, ecnv Tebs B3/IOMaloT, TO
3/10YMbILLJIEHHMKW MONYyYaT AOCTYMN TOJIbKO K OAHOMY TBOeMy NMpodusio B CETU, a He
KO BCEM;

4. Ecnn Tebsa B3nomanu, TO HeobxoAMMO npeaynpeanTb BCEX CBOMX 3HAKOMbIX,
KoTopble fobasrieHbl y Tebsa B Apy3bsX, O TOM, UTO Tebs B3/ilOManM 1, BO3MOXHO, OT
TBOEro nMeHun byaeTt paccbinaTtbCs Cram M CCbIIKWU Ha MULLNHIOBbLIE CalThbl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MO6GUNbHbIN TenedoH;
6. OTKNOUYM coxpaHeHne napons B 6paysepe;

7. He oTkpbiBan dannbl 1 Apyrne BOXEHUS B NMUCbMax Aaxe eCc/in OHU NpULWIn oT
TBOMX ApYy3en. Jlydwe yTOUHU Y HUX, OTNpaBnsam nm oHn tebe atn dannol.

LindpoBas penyrtauus

UndpoBasa penytaumsa - 3TO HeraTMBHas WM MO3MTUBHasA MHGOpMauuss B CETU O
Tebe. KomnpomeTupyrwowaa wWHpopMaums, pasMelweHHass B WHTEpPHEeTe, MOXeT
cepbe3HbiM 06pa3oM OTpa3nTbCsd Ha TBOeW peanbHOWM XU3HW. <«Undposasd
penyTauusa» - 3T0 TBOM MMMAX, KOTOpbIM popMmpyeTcs M3 nHdopmaumm o Tebe B
WHTEepHeTe.

TBOe MeCTo XWUTenbCTBa, yqe6b|, TBOE CbMHaHCOBOG NMoJ1I0XXKeHNeE, ocobeHHOCTH
XapakKTepa N pacCkasbl O 611M3KNX - BCe 3TO HAaKanJMBAETCHA B CETHU.

MHOrve nNoApoCTKU SIEFKOMbICNIEHHO OTHOCATCA K Nybnukaumm AM4YHOW MHGOopMaunm
B WHTepHeTe, He noHMMas BO3MOXHbIX MOCNeaACTBMi. Tbl AaXe He CMOXellb
Aoragatbcs 0 ToM, yto doTorpadms, pa3MmeweHHas 5 net Hasaag, crtana NpUYMHON
OTKa3sa NpuUHATb Tebsa Ha paboTy.

KomMMeHTapun, pasMelleHne TBOouX doTorpadun n apyrue AencTBUs MOryT He
NCYE3HYTb Aaxe rnocse Toro, Kak Tbl UX yAanuwb. Tbl HE 3HaelWb, KTO COXpaHUn 3Ty
MHdopMaumio, nonasaa nNM OHa B MOMCKOBbIE CUCTEMbl M COXpaHMNacb NN OHa, a
rnaBHoOe: 4YToO nogymatoT 0 Tebe okpyxatoulee nam, KOTopble HanayT n yBuasaT 3To.
HanTm wuHdoOpMauno MHOro ner cnycra cMmoxetr nwbonm - Kak u3 [obpbix
noby>XXaeHnn, Tak U C HaAMepeHUeM NMPUUYNHUTD Bped. DTO MOXET bbITb KTO YroAHO.

OCHOBHbI€ COBEeTbl NO 3awuTe UMPpPoBON penyTaumn:



1. Moayman, npexae 4em 4to-TO NybnMkoBaTb M nepeaasaTb y cebs B 6510re nnum B
CouManbHOWM CeTH;

2. B HacTpoWkax npoduas yCTaHOBU OrpaHUYEHUs Ha NPOCMOTP TBOEro nNpoduas u
€ro CoAepXXMMoro, caenar ero To/ibKo «Ans Apysens;

3. He pa3Mewan n He ykasbiBan MHpOpMaLmMIO, KOTopas MoXeT Koro-nmbo
ockopbnaTb nnm obunxaTb.

ABTOpCKOE npaBo

CoBpeMeHHble LWKOAbHUKM - aKTUBHble Mnonb3oBaTenu uMdpoBOro MpoCTPaHCTBA.
OaHako p[Janeko He BCe 3HAKT, 4YTO MOo/b30BaHWE MHOMMMWU BO3MOXHOCTSMU
undpoBoro mmpa Tpebyet cobntoaeHns npae Ha MHTENNEKTYalbHYO COOCTBEHHOCTD.

TepMUH «UHTENNEKTyaNlbHass COBCTBEHHOCTb®» OTHOCUTCS K pPas/fiMyHbIM TBOPEHUNAM
YesIoBEYECKOr0 yMa, HauuMHasi C HOBbIX M306peTeHMit M 3HakoB, 0603HavaroWmX
CO6CTBEHHOCTb Ha MPOAYKTbl U YCNyru, U 3akaHumBas KHuramm, dotorpadpusamu,
KNHOMDUNIbMaMU U MYy3blKallbHbIMU NMPOU3BEAEHUSAMMU.

ABTOpCKME nMpaBa - 3TO nNpaBa HaA WHTENNEeKTyanbHYl0 COOBCTBEHHOCTb Ha
npou3BeneHUsa HayKu, nntepaTypbl U MUCKYCCTBA. ABTOPCKME npaBa BbICTynakwT B
KayecTBe rapaHTUM TOro, 4YTO WHTENNeKTyallbHbIN/TBOPYECKUA Tpya asBTopa He
6yaetr HanpacHbIM, [JacT eMmy chnpaBeanmseble BO3MOXHOCTM 3apaboTaTb Ha
pe3ynbTaTtax CBOero TpyAa, MOJYy4YUTb M3BECTHOCTb W Npu3HaHue. HwukTo 6e3
paspeweHusa  aBTopa HEe  MOXEeT  BOCNpoOM3BOAUTb  €ro  rnpoussejeHue,
pacnpocTpaHaTb, NybaMYHO AEMOHCTPUpPOBAThL, NpoAaBaTb, MMNOPTUPOBATbL, NyCKaTb
B NpokKaT, Ny6/IMYHO UCNOMHATbL, MOKa3blBaTb/UCNONHATL B 3dmpe unm pasMewaTb B
NHTepHeTe.

Ncnonb3oBaHWe <«nNMpaTCKOro» nporpaMMHoOro obecrneyeHumst MOXeT NpuBecTun K
MHOMMM pUCKaM: OT MOTepu AaHHbIX K TBOMM aKkKayHTaM A0 6N10OKMPOBKW TBOEro
YyCTPOWCTBA, rAe YCTAHOBJIEHHbIM He neranbHas nporpamMma. He cTtouT Takxe
3abbiBaTb, YTO CYWECTBYET seranbHble 1 6ecnnatHble NMporpaMmbl, KOTOpPblIE MOXHO
HaNTU B CeTwn.

O nopTtane

CeTeBMYOK.pd - TBOM rMaBHbI COBETUMK B CETU. 34€Cb Tbl MOXELLb Y3HaTb O
6€30MacHOCTUN B CETU MNOHATHBIM U AOCTYMHbIM A3bIKOM, @ NPU BO3HUKHOBEHUM
KPUTUYECKOWN CUTYaLMUM 06paTUTLCA 3@ COBETOM. A TakXe MPUHATbL ydacTue B
KOHKYpCax M CTaTb CaMbIM LUN(POBbLIM rpaxaaHMHOM!



