IHAMSATKA
10 MPO(PUIAKTUKE MOILIEHHUYECKUX NEHCTBUIM

Cetpb MHTEpHET, ABIASICH KPYIHEUIIIUM CPEICTBOM 0OMeHa HH(POpPMAIIME, B
TO K€ BpeMs NOPOXKAAECT CTPEMUTENbHBIA POCT NPECTYIUICHUH, CBS3aHHBIX C
UCI0JIb30BaHUEM MH(OPMAITMOHHBIX TEXHOJIOTHH.

Ilpusnaku mowennuuecmea co CmopoHsl NOKynamensn npu npooaxicax 6
Humepneme:

1. Ilokymnartenp HE 0cO00 MHTEpECYETCs] TOBApOM, OBICTPO JAEMOHCTPUPYET
CBO€ JKEJIaHUE CIENIaTh MOKYIIKY U MEPEXOUT K pa3roBOpy O CIoco0e OIIaThl.

2. Ilokynarenp MPOCUT Bac Ha3BaTh IOJIHBIE PEKBHU3UTHI KapThl, BKIIOYAS
bammmmro-uMs JaTuHuLer, cpok gerictBus m CVC-xoxa. Ilpm momommu 31X
JIAHHBIX OH CaM JIErKO CMOKET PacCIIaTUThCA Ballle KapTou B MIHTEepHETe.

3. IlokynaTtenb MPOCHT Bac COOOIIMTH €My pa3IMYHbIE KOJbI, KOTOpHIE
OpyuAyT K BaM Ha MOOWJIBHBIN TeneQoH, SKOObI HEOOXOOUMBIE €My s
COBEpUIEHUS IUIATEkKA.

Ilpuznaku mowennuyecmea co CHOPOHbBL NPOOAGUA NPU NOKYNRKAX 6
Humepueme:

1. OrcytcTByeT aapec u TenedoH, Bce OOIIEHHE MPEAJIaraeTcsi BECTH Yepes
AJIEKTPOHHYIO MOYTY WM MPOTPaMMbl 0OMEHA MTHOBEHHBIMHU COOOIICHUSIMHU.

2. OTCYTCTBYET peajibHOE UMS IIPOJIABIIA, YEJIIOBEK MPAUETCS 32 KHUKOM.

3. IlpomaBen; 3aperucTpupoBaH Ha CEpPBUCE HEIABHO, OOBSBICHUE O
MPOJIaXKe — EIUHCTBEHHOE €ro COOOIIICHHE.

4. OObsBiIcHUE OMYOJUKOBAHO C OIIMOKAaMH, COCTaBJICHO HEOpexHO, 0e3
3HAKOB MPETIMHAHMS, 3aTJIABHBIMA OyKBAMH U T. JI.

5. OtcyrctByeT (hoTO TOBapa, MO0 K€ MPHUIOKEH CHUMOK m3 MHTepHeTa
(3TO MOYKHO OTIPEIEINTh, UCTIOIB3YS CEPBUCHI MIOMCKA TYOJIUKATOB KAPTHUHOK).

6. CrumikoM HU3Kas IIeHa TOBapa B CPAaBHEHWUW C aHAJIOTaAMH Yy JPYTHX
MPOJIaBIOB.

7. IlpogaBeny TpeOyeT MOJHYIO WA YaCTHYHYIO MPEIOIuIaTy (Harmpumep, B
KaueCcTBE TapaHTHH, YTO BBl TOWJIETE IOJIy4aTh TOBAp HA IIOYTE C OIUIATOM
HAJI0’KEHHBIM TUIATEKOM).

9. TlpomaBen mnpuHUMaeT OIUIATy TOJBKO HA AHOHUMHBIE PEKBU3UTHI:
AJIEKTPOHHBIE KOIIEJIbKH, TOMOJHEHUE MOOWIBHOrO TenedoHa WM HA HUMSA
Jpyroro yenoBeka (pOJCTBEHHUKA, IPYyTra U T. 11.).

Kak ne cmamo scepmeamu menegroHHbIX MOUIEHHUYECHE:

— IIpu tenepoHHOM 3BOHKE OT IMEHU SKOOBI POJICTBEHHUKOB M COOOIICHUHT
O TPYJIHON CUTyallUH CJIENYET JO3BOHUTHCS JI0 POJHBIX M OJIM3KUX, O KOTOPBIX
UJET peub, BBISICHUTh MOAPOOHOCTH CIIYYUBILIETOCS, a HE MEPEBOAUTH U HE
OTJABaTh JCHBI'M HE3HAKOMBIM JIFOASIM;



— Ilepe3BoHUTH (a JIydile BCEro MoJIOWTH) B Jr000€ OTaelieHHe OaHKa, OT
UMEHH KOTOPOTO TMPHUIUIO COOOIIeHHe O TpodiieMax OOCTy)KHWBaHUSA TIO
pacdyeTHOMY CYeTy/KapTe, W PEUIuTh BCE BO3HUKIIKE BOMPOCH. MOXKHO TaKxke
MO3BOHUTHh CBOUM OJHM3KHM, KOTOPBIE XOPOIIO pa30MparoTcs B COBPEMEHHBIX
TEXHOJOTHIX, paccka3aTh O TOCTYNHBIIEM COOOIIEHWH U CIPOCHTHh COBETA.
Crnenyer 3amOMHHUTH: HHU OJMH OaHK He OyJeT MNPOCUTh BIajAeNblla KapThl
COBEpIIATh KaKue-1u00 ACUCTBUS 10 TenedOHYy UM COOOIIaTh PEKBU3UTHI KapThI,

— He coobmate HE3HAKOMBIM JIIOSIM (KaK MPHU JIMYHOM KOHTAKTE, TaK M IO
TenedoHy WJIM WHTEPHET-IIEPENUCKe) JJaHHble O cebe, CBOMX OJM3KUX,
POJICTBEHHHKAX, OaHKOBCKMX KapTaX, TO €CTh IOy KOH(HICHIIMAIBLHYIO
(MmuHyt0) HHGOPMAIIHIO;

— He ocymectBiaTe mpemomiaty 3a TOBAap WM OOCHIAHHYIO BBIIIIATY
(ycayry), IpOu3BOAUTE OILIATY TOJIBKO MPH UX (PaKTHUIECKOM ITOTYUEHHUH.

Kak ne cmamo chemeOﬁ unmepnem - MOuwleHHuvecmea:

— Crnenyer BHUMATEIbHO M3YYHTh WH(OPMAIINIO UHTEPHET-CAliTa, OT3BIBHI,
CPaBHHTH IIEHBI 32 UHTepecyromuii ToBap. OTcyTcTBHE MH(DOPMALINU, 3aTyTaHHAS
CUCTEMa MOJIyY€HHUS TOBapa 3a4acTyO SBIISIOTCS MPU3HAKaMU MOILIEHHUYECTBA;

— IloayunTh MakCUMyM CBEJEHHMI O MpojAaBlie WM MarasuHe: ajpeca,
TeNneOHbI, UCTOPUIO B COLMAIBHBIX CETSX, HAIUYUE CIIYKObl TOCTaBKU U T. .
JleiicTBytomue JeraibHO HHTEPHET-MarasuHbl WM PO3HUYHBIE IPOJABIIBI
pa3MelaT MoJHYI MH(GOPMAalLMI0 U padoTaloT MO MPHUHIMILY «OIlaTa ToBapa
HOCJIE IOCTaBKN»;

— Henp3st coobmate (mochliaTh MO 3JIEKTPOHHOM MOYTE) MHGOPMALUIO O
CBOMX IUTACTHUKOBBIX KapTaxX. IIpecTymHMKHM MOTYT BOCIOJB30BaThCA HX
PEKBU3UTAMH U IPOU3BECTHU, HAIPUMED, PA3THUHBIEC TOKYTIKH.

Buabl MOLICHHHYECTB B CETAX COTOBOM U IIPOBOJAHOM CBSAI3U U B CETH
HNurepuer

1. MolleHHUYeCcTBA, COBepuIaeMble ¢ HCNOJbL30BAHHEM MOOWJILHOW U
MPOBOJTHON CBA3HU:

a) Comoevlit u npoeooHon menegon ucnoib3yemcsa Kak cpeocmeo
nepeoauu 20710c0601 uH@opmayuu, TOABUIBI, THUIBL «BAall CbIH IONal B
aBapuio...», «Mama/lama y MEHS MPOOJIEMEL...», «3TO W3 O0aHKa/COIBaluThl U
np...».

0) Comoesvtii menegpon ucnonwvzyemcsa ona nepeoayu CMC c nosxcnou
ungopmayueii: «<MaMa, KiHb MHE Ha 3TOT HOMEp JACHET, TIOTOM BCE OOBSICHION,
«Bala kapTta 3a0J0KMpoBaHa MOJAPOOHOCTH MO TEN..», «C BAIIEro CueTa CIHUCAHO
5000 py6neit, moapoOHOCTH MO TEIL...».



6¢) Comoevlit menehon u eawe oodvasnenue ¢ cemu Humepnem (caiit
AvVit0) ucronb3yeTcsi MOIICHHUKOM JUIsi TOJYYCHHS OT Bac JIaHHBIX KapThl U
IPUBS3KU KapThl K MOOUIILHOMY Telle(hOHY MOILIEHHHUKA!

-« MO BalieMy OOBsSIBJIEHHUIO Ha Avito (0 Mpojaaxe, O clade B apeHiy),
coOOUIMTE MHE JaHHbIE C Ballleld KapThl M KOJI Ha OOpaTHOW CTOpPOHE s BaM
OTIIPABJIIO ICHBIH...»;

- «s1 XOUuy OTIPABUTH JICHbI'H BaM Ha KapTy 3a TOBap Ha Avito, mpeaorary
3a apeHay, y Bac KapTa MpHUBs3aHa K MOOWIbHOMY OaHKy, €CIM HET, HIUTE K
OaHKOMaTy s Bac MPOUHCTPYKTUPYIO KaK MOJKIIOYUTH MOOMIIbHBIN OaHK.

[Ipn mosydeHUM CcOOOIIEHUS HE HYXHO TMEpPEe3BAHMBATh HA yKAa3aHHBIC
HOMEpa. MOIIEHHUKH MOTYT MOTpeOoBaTh NepeaaTrb JIEHbIM  Kypbepy,
NEePEUUCIUTh UX Ha KapTy, HOMEP MOOMIILHOTO Telie(hOHa, MOMBITAIOTCS MOTYYUTh
OT Bac cBejicHUs 0 Bareit 6aHKOBCKOM KapTe, MPEeIOKUTh MPOUTH K OaHKOMATy U
COBEPIIUTh KaKWe-TM0O omnepanuu y OaHKOMaTra, MOMPOCIT COOOIIUTH KOMIBI
KOTOpbIE MpUXoAiT K BaM Ha TenedoH.

B caywae monydeHUs BXOJAIIETO 3BOHKA HEOOXOAMMO TIPEKPATHTh
pasroBop, Jaxe eciau CoOECEeTHUK BCEISCT YBEPEHHOCTh B CBOECH IPaBIUBOCTH.
MorieHHUKH 00J1aJal0T IICUXOJIOTHYECKUMU MPUEeMaMH BBEJICHUS B 3a0ITyKICHUE,
an60 00mamaroT mHGOPMAIUEH O IMOTEPIICBIIEM M €ro OJMM3KUX. AHAIOTHYHBIC
ClIy4yau MOIIEHHUYECTBA BCTPEUAlOTCSI W B ceTu VHTEpHET, HO cooOIIeHue o
MIOMOIIM TIEPEAACTCSA ITOCPEJACTBOM COOOIIEHHUS B COLMAIBHOM CETH C JIOKHOMU
CTPaHUIIBI POJICTBEHHUKA.

[Ipyu comMHEeHUM B TPABAUBOCTUA TMOJIYYECHHON WHGOPMAIIMK CIIEITYEeT
MEePE3BOHUTDH OJIM3KUM OT UMEHHU KOTO MPUIILIO COOOIICHUE, TO3BOHUTH B OAHK MO
yKa3aHHOMY Ha KapTe, Ju00 B J0roBope Tele(oHy, MOCEeTUTh OJKaiiiiee
oTneneHue 0aHka. baHk HUKOT/Ia HE 3amparuBaeT 1o TejaedoHy CBEISHUS O KapTe
KJIIMEHTA: ee HOMep, Koa Ha oOpaTHol cTtopone, @.N.O. Bnagenbia KapThl U CPOK
e eicTBuUA, a TeM Oosiee MUH-KOA. Eciau co0eceTHUK MbITaeTCs MOJYYUTh OT Bac
Takyro MH(OpMaIHio, JMOO MPOCUT COOOIIMUTH KOJABI, KOTOPbIe MpUILIM Ha Bar
tenedoH oT OaHKa, MPEeKpaTUTE C HUM Pa3roBOp.

['paxxanam, UMEIOIIMM MPECTAPEIIbIX POJICTBEHHUKOB, COCE/ICH, 3HAKOMBIX,
HEO0OXOAMMO Pa3bSICHUTH UM, KaKUE€ CIIOCOOBI MOIIIEHHHYECTBA CYIIECTBYIOT, KaK
BECTHU ce0s MPH MOTYyUYESHUH 3BOHKOB U COOOIIEHUI MOIIIEHHUYECKOTO XapaKkTepa, a
MMEHHO HE BECTH AMAJIOTH C MOIICHHUKAaMH, MPEKPATUTh Pa3rOBOP U MO3BOHUTH
poactBeHHUKaM. Eciy MOXuiol YenoBEeK MOJydaeT IMEeHCHI0 Ha OaHKOBCKYIO
KapTy, TO MPEAJIOKHUTE CBOIO MTOMOIIb B CHATUU C KapThl ICHEXKHBIX CPEJICTB, TUOO
MPEIIOKUTE POJACTBEHHUKY Tiepenarh kapTy Bam. Bo MHOrmx cimydasx B xojze
OOIIeHNs ¢ TpecTapeibIMH JIIOJbMH COOOITHUKA MOIICHHUKOB HAXOJIATCS B
palioHe TIPOXWUBAHUS TIOKUJIOTO YeJIOBEKa, JMOO y €ro moma, moabe3da. llpm
MOJIYYCHUH MOIICHHUYECKOTO 3BOHKAa HEOOXOIUMO HEMEUICHHO COOOIIUTH O
JTaHHOM (PaKTEe B TTOJTHUITHIO.

Ecnmu npu momeHHnYecTBe, B X0/1€ TeNe(HOHHOTO Pa3roBopa MPECTYITHUKOM
Obla TosrydeHa uHpopmaris 0 0aHKOBCKOU KapTe, TO HEOOXOIUMO TTO3BOHUTH T10



TenedoHy yKazaHHOMY Ha KapTe U 3a0JIOKMpOBaTh KapTy. B neHb coBepieHus
MOIIIEHHUYECTBA HEOOXOJUMO OOpaTUThCA B OaHK C 3asBIIEHUEM O BO3BpATE
JIEHEKHBIX CPEACTB Ha KapTy, Tak Kak OaHK 00s3aH BO3BPATUTh JCHEKHbBIC
CpencTBa, €ciiu onepalus Oblia OCIIOPEHA BIAENbIIEM KapThl B IEHb ONEPALIIH.

Jlns  mpenoTBpailleHWs]  MOIICHHHYECTB  TakKXKE€  PEKOMEHJIyeM  He
pacnpocTpaHsiTh B ceTu HTepHET cBeneHHss O MOOWUIBHBIX HOMEpax C HX
NPUBS3KONM K aHKETHBIM JAaHHBIM, HE YyKa3blBaTh MOOWIBHBIE HOMEpa Ha
COIMAJIBbHBIX CTPAHUIIAX, B MOJABAEMBIX B CETH OOBSBICHUAX HE YKA3bIBATH PSIIOM
¢ HoMepoM cotoBoro Tenedona Mms u @amunuio, agpec KUTEIbCTBA U JIPYTYIO
anuHyto uHpopManuioo. He wucmonws3oBath B cetu MHTEepHET HOMEpa CBOHMX
MOOWJIbHBIX TeNe(OHOB, K KOTOPHIM NpPHUBS3aHBl OAHKOBCKHE KapThl U HOMEpa
MOOMJIBHBIX TeIe(hOHOB, KOTOPHIE HCIOJB3YIOTCA Mg padboThl B «MoOOUIBHOM
OaHKe».

[locnennee BpeMsl TOJY4YalOT PACHPOCTPAHEHHE  MOILIECHHUYECTBA,
COBEpIIIEHHbIE B OTHOIIIEHUH MOJib30oBaTesel cetu HTepHET Mpoaaroux ToBaphbl
Ha caitax OecruiaTHbIX 0O0bBsiBiIeHWH. [IpojgaBily mocTymaeT 3BOHOK SIKOOBI OT
nokymnaresis. MOIIEHHUK TOJ BHJOM TIOKYIATeNss COOOIIaeT, 4YTO >KeJlaeT
npuoOpecTH TOBap, HO MPOXKHUBAET B JAPYroM TrOpoJie¢ U MpeajiaraeT OIIaTUTh
TOBAp MyTEM MEPEUNCIICHHS] JCHEKHBIX CPEJICTB HA KapTy npoaasua. s 3Toro on
MPOCUT IPOJIaBla Ha3BaTb HOMEP KapThl, BIIAI€IIblia KAPThI, CPOK JACHUCTBUS KaPTHI,
KOJI Ha 00paTHOM CTOPOHE, a TaK K€ COTOBBIM HOMEp, MPUBA3AHHBIN K KapTe, Tu00
0 YMOJTYAHUIO UCIOJIb3yeT HOMED, YKa3aHHbIA B 00bsiBNieHUU. [locie nmomyuenus
ATUX CBEACHUN MOIICHHUK HCIIOJB3YET AAHHBIE O KapTe JJIA OIUIaThl MOKYIIOK B
cetu Mnatepuer. Jlpyroi BapuaHT, Korja Ha Tese(OoH mpojaBiia MOCTYMAOT KOIbI
oT 0aHKa W MOIIEHHUK MPOCUT COOOIIATh UX SKOOBI JIJIsl TIepEeBOJia JICHET, B 3TOT
MOMEHT MOIIICHHUK TMOJKII0YaeT K TelaedOHYy MOTEPIEBIIEro, JU00 K CBOEMY
TenedoHy yciyry «MoOumpHBIN OaHK» W TOXHWINAET JCHBIU C KapThl. TpeTHid
BApUAHT, KOTJIa MOILICHHUK, BBICTYIMAIONIUNA B POJM «IOKyHaTes» Ipeasiaraet
MPOJABIly TPOWTH K OaHKOMATy U, SKOOBI TMPOM3BEIS HEKOTOPHIC OICPAIlNH,
MOJYYUTh JE€HbIU, B TPEX yKa3aHHBIX CIy4asX MOIICHHUK MOXUIIAECT JICHEKHbBIC
CpelICTBa MMPOIABIIA.

2) Comogviit menegon ucnonv3yemca MoOuieHHUKamu 0 nepeoavu
CMC cooowenusn, coodowenuii uepez meccenoxycepvt Viber, WhatsApp c
8pe0OHOCHOIl UuH(opmayueil.

Tunel cooOmieHuit: «3aech Hamu ¢ To00i ¢oro http:\\...», «Bamr akakyHT,
crpanuna «BKoHTakTe» B3moMaHbl, mnpoiaute peructpanuio http:\\...», «BbI
BBIMI'PAJId aBTOMOOMIIb, I0ipoOHOoCTH http:\\...”

Hogerit THI COO0MIIEHMI ¢ BPETOHOCHOH CCHIITKOM:

«I TO BamemMy OOBSBIECHUIO, COTJIACHBI JM BBl Ha OOMEH Ha JTO
http:\\foto3.inc...»

HpI/I IMOJIYYCHUHU AOAaHHOI'O COO6IHCHI/I$I OTKAKUTCCh OT IIPOXOXKIACHUS I10
YKaSaHHOﬁ CCBUIKC H AaKTHUBAIlMK TIIOJYYCHHBIX CCBUIOK. I[Io BO3MOXHOCTH
IIPOBCPLTC €CTh JIM B CCTH I/IHTepHeT B ITIOMCKOBBLIX CUCTCEMAaX CBCACHHNA O JAaHHBIX



CChUIKAX W BO3MOXKHBIX MoOIlIEHHUYecTBaX. Co0O0IMTE TMOJIb30BATENSIM CETU
WHTepHET, 4TO JaHHAs CChUIKA MOUIEHHUYECKas. Y IajJuTe yKa3aHHOE COOOIlEeHUE,
ecyii yOeXJIeHbI, UTO OHO HEe HaHecso Bpea Bamemy ycTpoiicTBy.

BpenoHocHble  mporpamMMbl  CO3JAIOTCA M YCOBEPIIECHCTBYIOTCS
MOIIIEHHUKAaMHU PETYJISIPHO, U MpHU paboTe ¢ Tene@oHoM Bbl MOXKeETE CTOIKHYTHCA €
BUJIOM BpPEIOHOCHBIX MpPOrpaMM, KOTOphle HE TpeOyroT Baiel akTUBHOCTH U
CaMOCTOSITENILHO MOTYT OBITh 3arpy>kKeHbl Ha Barie MoOMIIbHOE yCTPOMCTBO uepe3
YSI3BUMOCTH OIEPAMOHHON CHCTEMBI.

B cnyuae 3apakeHuss MOOMJIBHOTO YCTPOMCTBA PEKOMEHIYEM ONpPENEIUTh
yrpo3bl M MOCIEACTBHUS IOJy4eHHUsS AOCTyNa Xakepa K Bamiemy MoOMIbHOMY
YCTPOMCTBY.

[IpuzHakamMu  3apakeHusi MOOWJIBHOTO  yCTPOMCTBA  MOTYT  OBITh
OJIOKMpOBaHUE OMEPAIMOHHON CcHUCTeMBbI, OJokupoBanue Bxojsmmx CMC
COOOIICHUI,  OTHpaBKa  HMCKYCCTBEHHO  CT€HEPUPOBAHHBIX  MOOMJIbHBIM
YCTPOMUCTBOM  COOOMIEHWI. 3apakeHHbIH  MOOWIBHBIM  TenedoH  cleayer
HEMEJJIEHHO BBIKIIOYUTh. CUM-KapTy MNEPEBBITYCTUTh Yy OlepaTopa, a Teie(oH
COXpaHUTh JIA TOCHEAYIOIIEr0 HM3yYeHUs] MOJULUEH, €cid ObUIO COBEPILEHO
MOIIIEHHUYECTBO, TMOO Mepe/laTh B CEPBUCHBIN LEHTP, €CJIU ICHbIY MMOXUIIECHBI HE
ObLITH.

Ecniu x gaHHOMYy MOOMJIBHOMY YCTPOWCTBY IpHUBsI3aHa OaHKOBCKas KapTa,
OaHKOBCKHE YCIYTu Takue Kak «MoOwibHbIN 0aHk», «Onnaitn banky, «HTepHET-
0aHK», TO HEOOXOJUMO CPOYHO CBSI3aThCS C OaHKOM, 3a0JIOKMPOBATh KapTy U
IPUOCTAHOBUTH OOCITYXUBaHUE MO cueTaM. Ecinu ¢ momolipio TenedoHa 310 HE
ylaercsi cAenaTh, TO HEOOXOAUMO OOpaTHThCS B OJmpKaiilliee OTAesieHHue OaHKa.
Ecniu MOOWIBHOE YCTPOMCTBO MCHOJB3YeTCs JUIsl JOCTyla K CTpaHHUIAM B
COIMAITBHBIX CETAX, TO HEOOXOIUMO C APYroro yCTpOHCTBa JMOO KOMIBIOTEpa
BBIITH B COIIMANIHYIO CETh U CMEHUTH MPUBSA3aHHBIN HOMEp TenedoHa.

3apaxkeHHOE MOOWJIBHOE€ YCTPONCTBO TaK K€ SBISETCS HCTOYHUKOM
pacnpoCTpaHEHus BPEJOHOCHOM MH(MOpMalUUU MO KOHTAKTaM, COJAEPX AIIUMCS B
teneone. Jlig  mpeAoTBpallieHHs — PACCBUIKM  HEOOXOIUMO  YBEIIOMHTH
MaKCUMaJIbHOE KOJIMYECTBO 3HAKOMBIX O Bameir mpobiemMe W 0 BO3MOXKHO
OpUXOISIINX OT Bamiero uMeHu BpeJJOHOCHBIX COOOIIEHUSIX.

B cnydae ecnu ¢ Bamero tenedona mimm OGaHKOBCKOW KapThl MOXUTHIIM
JICHEXHBIE CpelICTBAa HEOOXOJMMO B JIEHb COBEpILICHUS XUIIEHUS OOpaTUTHCS B
0aHK ¢ TpeOoBaHUEM BEPHYTH JCHEKHBIE CPEACTBa, 3a0JIOKUPOBATH Ball CUET,
3aMpeTuTh TEPEeBOJ ACHEKHBIX CPEJCTB C Balllero cuyera Ha Jpyrue cyera,
MPUOCTAHOBUTH OOCIIY’KMBAaHHUE CUETOB Ha KOTOpbIE ObLIM MEPEUMCIICHBI Ballll
JeHexxHble cpeacTna. [locne momyueHust oTBeTa OT 0aHKa, C BBIMMCKOM MO CUETY
00OpaTUTHCS B MOJIHIIHIO.

OnHuM HU3 pacnpoCTpaHEHHBIX MOOMIIBHBIX MOIIEHHUYECTB TAKXKE SIBIIACTCS
UCIIOJIb30BaHuE qyOIMKaTa CUM-KapThl JJIsl JOCTyMa K CUCTeMaM JUCTAHIIMOHHOTO
ynpaBiieHUus 0aHKOBCKUM c4yeToM. [Ipu3HakoM ucnoiip30BaHus nyonukara Barmeit
CHUM-KapThl SIBIISIETCS OJIOKUpPOBaHHE JOCTYNa MOOMJIBHOHM CBsi3u. B 3TOM ciyuae
HEOOXOMMO CPOYHO OOpaTUTHCS K MOOHIIBHOMY OIEpaTopy M IMEpeBBITYCTUTH



cuM-KapTy. B ciydae mOATBEpKIEHUS MOOWJIBHBIM ONEPATOPOM  (pakTa
HECAaHKIIMOHUPOBAHHON 3aMeHbl Bamield cuM-KapThl HE0OXOJWMO HaIlucaTh
MPETEH3UIO B COTOBYIO KOMITAHUIO M OOPATUTHCS B MOJIULIUIO.

Mo:kHO wu30exKaTh Y4YaCTH KEPTBbI JAAHHBIX MOIICHHUYECTB, €CJIH
CJIeA0BATH CJEAYIOIIHMM PeKOMEeHAAlUusIM:

- Jlns paboTel ¢ OaHKOBCKUMHM KapTaMu, cucteMamu «MoOWIIbHBIN OaHK»,
«bank-onnaitn», «MHTEpHET-0aHK» W Jp. UCIOJIB30BATh OTIACIHHOE MOOWMIBHOE
YCTPOMCTBO, HE MPEJHA3HAYEHHOE JUIsl PA3rOBOPOB U pA3BICUEHUS B CETH
WNuTtepHer;

- He yka3piBaTh HOMEpa MOOMIIBHBIX YCTPOUCTB, UCIIOIB3YEMBIX JIJISl paOOTHI
¢ 0OaHKOBCKMMHU KapTamMH W JUCTAHIMOHHOIO YNPAaBJICHUS OAHKOBCKUM CYETOM,
KaK KOHTaKTHBIX B ceTH VIHTepHET, B OOBSBICHUSIX U Ha CTPAHUIAX COLMAIBHBIX
ceTeu;

- IlpuoOpect M yCTaHOBUTH Ha MOOWJIBHOE YCTPOMCTBO JIMIIEH3MOHHOE
aHTUBUPYCHOE MIPOrpaMMHOE 00ecriedeHre U3 OPUIIMaTbHBIX HICTOUYHUKOB;

- VYka3zaTb B JOroBope Cc 0OaHKOM, JIMOO B HMHOW (OpMe corjacoBaTh C
OAHKOM, YTO yIpaBJIeHHE OAHKOBCKUM CUETOM M MPOBEAECHUE Olepanuil mo KapTe
MOKET OCYIIECTBIIATHCS TOIBKO C OJTHOIO MOOMIIBHOTO ycTpoicTBa ¢ ogauM IMEI,
OTPaHUYUTH KPYr ONEepalui, YCTAaHOBUTh JUMUT, KOTOPbIA MOKHO HEPEBOAUTH C
OMOUIbI0 MOOMJIBHOT'O YCTPOMCTBA;

- 3anpeTuTh NePEeBO BCETO 00beMa JEHEKHBIX CPEJICTB C KapThl, CUETA.

2. MoieHHUYeCcTBA, coBepiaeMbie B ceTu UHTEpHET M ¢ MOMOINbIO
cetu UutepHer:

a) Mowennuuecmea npu npooarxice moeapoé 6 cemu Humepnem no
npedonname (pacripoCTpaHEHHbIE BUIBI: Mpogaxa Iphone, mudpoBoii, ObITOBON
TEXHUKH, OJICK]IbI, 00YBU, aBTOMOOMJICH, aBTO3aIT4acTei);

0) Ilonyuenue om unmepnem Mmazca3uHa, npooasua moeapa, He
COOMEemcmeyouLeo 3a161eHHOMY.

Pa3BuTHe MaHHBIX BHJIOB MOIIEHHUYECTBA OOYCIIOBJICHO YEIIOBEUECKUMHU
dakTopamMu, TakKMMH, KaK >OKEJaHWE COKOHOMHTH, OTCYTCTBHUE OJIM3KO
PaCIoJIOKEHHBIX Mara3uHOB C TAKUM TOBApOM, IMOJTHOE OTCYTCTBUE MPEIIOKECHHIMA
Ha pbiHKe. OCHOBHBIMH TMPUOOPETAEMBIMU TOBApaMU SIBISIOTCS  MPEAMETHI
pockotu: jaoporas mudpoBas TEXHUKA, aBTOMOOWIH, IIyObl, OPEHIOBBIC BEIIIH.
W ckirodeHbl TOTHOCTHIO (haKThl TPHOOPETEHHUS TOBAPOB MEPBOM HEOOXOAMMOCTH.
Kenanue CIKOHOMUTH MIPUBOAMT 3a4acTYIO K IMOTEPE BCEX JCHEKHBIX CPEJICTB, B
CBS3M C 4YeM, IepBas M OCHOBHAs PEKOMEHIAIWs - MPUOOpETaTh BEIIM 3a HX
pEAIbHYIO0 CTOMMOCTh M HE UCKATh npemioxkeHui ¢ 30-50% BbIr00M, TaK KaK 3TO
MPOTUBOPEYHT B II€JIOM TMPHUHITUIIAM PBIHKA, JTHOO MPUCIAHHBIA TOBAp OKAKETCS
MIOJ/IJICTIKOM, HEMCIIPABHBIM, JTUOO HE yIOBJICTBOPSIONIUM 3aIIpOCcaM MOKYIIaTelIs.



HC CTOUT l'IpI/I06peTaTB TOBapr B HHTCpHeT-MaFaBI/IHaX HOBI/IHI/IOHI/IPYIOHII/IX
ce0sl KaK pOCCUICKHEe, HO UMEIOIIME CAalThl B JOMEHHBIX 30HaX com .org .biz .net
.info .tv .mobi.

Oco0oe BHUMaHUE CleAyeT YIAEIUTh OT3bIBaM B ceTh MIHTEpHET K TaHHOMY
WHTEpPHET-Mara3uy, npojasmy. [IpoBeputh korjga ObLI CO3/MaH Mara3wH, CauT.
Co3nan nu oH rod u Oornee Hazan. Ecnmu cailT cyiecTByeT MEHbIIE MecAla, TO
CTOUT OTKAa3aThCs OT MOKYNKH. MOXXHO MPOBEPUTh Hamudue oduca y ITaHHOTO
MarasuHa, YJIOCTOBEpUTbCS B ceTu HIHTEepHET, 4TO TakoW JOM CYILECTBYET,
MIOCMOTPETh €ro Ha KapTte, GOoTO-CHUMKaX, maHopamax SAunekc, ['yria. Yoenutbes,
YTO Ha JIOME €CTh BBIBECKa MarasmHa, J00 uMeroTcsi oducHpie nmomenieHus. Ha
CHHUMKax TaKXKe MOXHO y3HaTh Ha3BaHUs, TeJedOHBI OJM3KO PACTOJIONKEHHBIX
OpraHu3alii, TMO3BOHUTh MM M BBIICHUTH JOCTOBEPHOCTh uHbopmainuu. B
WHTEPHET-CIIPABOYHUKAX HAWTHU TenedOHbl aJMUHUCTpAaTOopa O(PUCHOIO IIEHTPA,
pecemiieHa, yOeIUThCS, YTO TaKOWM Mara3uH WM  HUHAUBUIYaJIbHBIN
NpeANPUHUMATEIb CYIIECTBYIOT M OCYIIECTBISIOT CBOKO JEATEIbHOCTh B JIAHHOM
3nanud. [lonydeHHyro uMH}OpManuUio CleayeT HMCMNOJIb30BaTh MPU OOIIEHUH [0
TeneoHy C COTpyJHMKaMW MarasuHa. Eciaum wmarasuH wid  1pojaBell
OTKa3bIBAIOTCSl 3BOHUTH IO TeledOoHY U MpeIaraloT APYyrue CrocoObl OOIIEeHHUS,
takue kak Viber, Skype, WhatsApp u apyrue, mubo mara3us teiedoHa HE UMEET,
clenyeT OTKa3aThCsid OT MOKYyNmkH. B xoxe oOmeHus mno TteneoHy MOKHO
COOOIINTH, YTO HAXOJAUTECH B TOPOJIE MPOJIaBIla, Mara3uHa U MpeJJIoKUTe 3a0paTh
TOBap CaMOBBIBO30OM M OIJIATUTh HAJIMYHBIMU B oduce. B ciiydae kaTeropuaHoro
0TKa3a CJIEAYET OTKA3aThCsl OT MOKYIKH.

[Ipu mnpuoOpeTeHUU AOPOTOCTOAIIMUX BEIIEH, TaKUX KaK aBTOMOOWIIb,
JIOpO’KHAsI TEXHUKA, CTPOUTEIbHbIE MaTepUalIbl, PECKOMEHIyEM MOTPATUTh JIEHBIU
Ha JOpOTY J0 ropoja NpojaBlia U YAOCTOBEPUTHCS B HAIMYMU MTPOJIaBILIa U TOBApA.
JInbo HaWTH B Tropoje MpOAABUA 3HAKOMBIX W TMOMNPOCUTH HMX MPOBEPUTH
JIOCTOBEPHOCTh MNpPeIoKeHUus B cetu MHTepHeT. Ecnm ke Takoll BO3MOXKHOCTH
HET, TO OIUIATUTh YCIYyTH IOPUCTA, COTPYAHUKA aBTOPUPMBI, 3aHUMAIOIIEHCA B
ropoJie MpOJIaBUA MPOJAXKEHM M CKYNKOM aBTO M 32 CHUMBOJIMYECKYIO IUIATy
MPEIVIOKUATh EMY BCTPETUTHCS C MPOJABILIOM U OCMOTPETH aBTO U JOKYMEHTHI. DTO
KacaeTcsl U MpUoOpeTeHUsl CTpOMMAaTeprasIoB U MeTajula — OOpaTUTECh K yCIayram
opucta B Topoje nmnpoaaBua. JlroOwsie mnpucnanueie Bam mno Wuatephery
doTorpaduu, CkKaHbl JOKYMEHTOB W aBTOMOOWJISI MOIIEHHUKH C JIETKOCTHIO
MOACIIBIBAOT.

B nactosiee BpeMs O0NBIIMHCTBO UHTEPHET Mara3uHoB padoraro o 100 %
npeaoriaTe, Mpu COONIOACHUHM YKa3aHHBIX PEKOMEHJAIMA MOXHO COBEPIIUTH
yAQUHYI0 TOKYIIKY.

HacrosiTenbHO peKOMEHIyeM HE OCYIIECTBISITh «CIEMbIe» TIOKYNKA B
COIIMATIBHBIX CETAX. AJMUHHUCTpALUS COLUMAIBHBIX CETeH HCKIIOYWIIA pa3ieibl
OOBSBIICHUN C CAWTOB W HE HECEeT OTBETCTBEHHOCTh 3a COBEPIIAEMBIE C
HCIOJIb30BAaHUEM CETHU JIEVCTBUS MTOJIb30BATEIICH.



B cinydae HeoOXOAMMOCTH MpPUOOpPECTH TOBAp UEpe3 COLUAIbHYIO CETh
HE0OXOAMMO TIIATEIBHO MPOBEPUTH MPOJaBLa, 00s3aTEIBHO CBSA3ATHCS C HUM IO
TenedoHy, paccOpoCUTh MOJAPOOHOCTH O ToBape, MoTpedoBaTh ¢oTorpaduu
TOBapa B JI€TalsX, MPEJIOKUTH OTIPABUTH TOBAP KYyPbEPCKOW CiykO0U U
HAJOKEHHBIM  IUIATEXOM, OOrOBOPUTH BO3MOXHOCTH  BO3BpaTa  TOBapa,
BO3MOYKHOCTbh CAMOBBIBO3a.

[IpoBepuTh OT3BIBBI U OCTABIICHHBIE KOMMEHTAPUU B IPYMIIE U HA CTPAHULIE
npoaasia. Ecinyu HeCKOJIbKO MOJIb30BaTENEN CETH Pa3MEIIAIOT CIUIONIb XBaleOHbIE
OT3bIBbI U PEKOMEHJIAlIMK, TO CTOMT MPOCMOTPETh CTPAHHUIIBI 3TUX MOJIb30BATEIEH,
HE SIBJISIOTCA JIM OHM «(GEHKOBBIMUY», €CTh JIW y HUX Ha CTPAHUIAX JINYHBIC
dotorpaduu, OoisblIoe KOMUYECTBO Apy3ei. JaHHyro uHOOpPMAIUIO MOXKHO
IPOCMOTPETh M Ha CTpaHuile npojaBua. CTpaHulla MpojaBlia AOHKHA OBITH
aKTUBHOW, HA HEW pErysipHO [OJDKHBI pa3Menarbcsi Ju4YHble ¢GoTorpadumu,
OOHOBJIAITHCSA aTbOOMBI, JTOJDKHBI OBITH CBEACHHUS O MecTe yuyeObl U paboThl, a B
JIPY3bSX JIOJKHBI OBITh <«OKUBBIE» W aKTUBHBIE TMOJb30BaTEIM. MOXHO yTOUHUT,
r7ie HaXOJUTCS MpOJIaBell, B KAKOM TOpojie, MPEeAJIOKUTh 3a0paTh TOBAp SKOOBI
BallUM 3HAKOMBIM, HaXOJSIIMMCS B JIaHHOM TOPOJ€ M OLEHUTh PEAKIUIO
npojasua. Ecnu B ceTu Bbl 00IIaeTech ¢ MarasuHoM, TO MOTPeOyHTE COOOIIMTH
cailT mMarazuHa B cetu UHTepHeT, ropuaudeckuil u ¢akrtuueckuit aapec. [lpu
J1000M COMHEHUU OTKKHUTECh OT mpuoOpereHus toBapa co 100% mpemoraToit
4yepe3 COLUAIBHYIO CETb.

Mupokoe pacnpocTpaHeHue B ceTtu VHTepHET Takke MpUOOpeTaroT
MOIIEHHUYECTBA C MIPUBJICYEHUEM CPEACTB MOJIb30BATENEH IS UX TPUYMHOKEHUS
B (DPMHAHCOBBIX MHUpPAMUJAX, KOOMEpPATHBAX, MUKPO(PUHAHCOBBIX OpPraHU3AIMIX,
Oupxkax,  OyKMEKEpCKMX  KOHTOpaxX,  pBIHKaX  3JEKTPOHHBIX  BaJlIOT.
[IpaBoOXpaHUTENbHBIE OPTaHbl HACTOSITENIBHO PEKOMEHIYIOT HE BCTYNaTh B KaKHe-
a100 OTHOLIEHUS C TAKUMH OPTaHW3AIMSAMHU U JHIIAMH, TPEIaraloluiMi TaKue
YCIIYTH, Tak KaK MHOTME KOMIIAHMUM W MHTEPHET CalThl JAHHBIX KOMIIAHUM
HAXOATCS 32 PyOeKoM, OpraHu3aluy padoTaIoT MO 3aKOHAM JIPYTHX TOCYJapCTB,
ar00 M3HAYaJIHbHO MOIIEHHUYECKHE, M BEPHYTh 3aTpaueHHbIC HA JaHHBIC MPOCKTHI
JEHBIU MPAKTUYECKN HEBO3MOKHO.

6) Caitmbl «no0denKku», a mak xce puuiunzoevle caimel.

JlaHHBIM BUJI MOIIIEHHUYECTBA MPEANOJAraeT, 4YTo KepTBa MOCYUTACT CAUT
3HAKOMBIM U TPUOOPETET HAa HEM TOBAp, YCIyry, JUOO YKaXeT JIaHHbIE CBOEU
OAHKOBCKOM KapThl.

EanHcTBEeHHON pexomMeHAaIeil MOXKeT ObITh MPOSIBJICHUE BHUMATEIbHOCTH.
Heo6xoaumo 00paTuTh BHUMaHHME Ha aJpPECHYIO0 CTPOKY caiiTa, Ha3BaHUE caiiTa,
eCTh JIn Kakue-TnOo 100aBOYHBIE CHMBOJIBI WJIM Ha3BaHUS B aJpECHON CTpOKE,
PACIIOJIOKEH JIU CAalT B JIOMEHHOH 30HE «ru». CkonmuMpoBaTh HAa3BaHHUE cCalTa U3
aIPECHON CTPOKHU U IPOBEPUTH B MOUCKOBOM cucteMe. He cTout noBepsaTh catam,
MMEIOIINM B Ha3BAHUM 3HAKOMBIE CJIOBA, HO PACIIOJIOKEHHBIE B JIOMEHHBIX 30HAX
.com .org .biz .net .info .tv .mobi u Ipyrux He CBA3AHHBIX C POCCUMCKUM HHTEPHET
IPOCTPAHCTBOM.



HeonHokpaTHO mpoBepbTe CalThl B pa3ienax KOTOPBIX, IUIAHUPYETE
yKa3aThb JaHHble O CBOEH OaHKOBCKOW KapTe, MO JaTe CO3[aHus caita, 1O
TenedoHaM YKa3aHHBIM Ha caiiTe, Mo OT3bIBaM B cetu WHTepHeT, clieayer
YTOUHHUTh HET JIM caiiTa B pa3auyHbIX Oyiek Juctax cetu MuTepHeT. [lomHuTE,
MOIIEHHUKY JOCTaTOYHO HOMEpAa KapThl M KOJa Ha OOpaTHOM CTOpPOHE KapThl
(CVV xopa, coctosumii u3 yetbipex udp) Uisd MOKYHOK U OIJIaThl YCIYT B CETH
Wutepnert. [pyrue naHHele, TO, KaK CPOK JCHUCTBUS KapThl, OH MOXET MO100paTh,
a uMs 1 (pamMmIuIo BiIaNeNbIla y3HaTh OT Bac OO0 w3 ceTu VIHTepHeT ¢ Bammmx
JIMYHBIX CTPAHUILI.

Ecnu BBI cTanu kepTBOM TAKOrO CaWTa M 3aMETHIIM 3TO MOCJE NMPOBEICHUS
omepanuu, TMOKYIKH, 3a0JIOKUpyHTe KapTy M oOpaTuTech B OaHK B JI€Hb
MPOBEICHUSI OTIEpallu JJi1 €€ OTMEHBI U BO3BPATE JEHEKHBIX CPEJICTB.

[Ipu nokynke aBua, *eiae3HOAOPOKHBIX OMJIETOB HE UILIUTE OYEHB JICUIEBbIE
OWJIeThl Ha COMHMTENIbHBIX CalTax, TeM OoJiee pacHoJIOKEHHBIX B JOMEHHBIX
30Hax .com .org .biz .net .info .tv .mobi . JlocTynHbIe 110 1IeHe OUIIETHI JKEJIaTeIbHO
npuooOpeTaTh Ha OPUIIUATIBHBIX CaliTax KOMITaHUN-TIEPEBO3UYHKOB.

I'Y MBJ/I Poccun mo BoJsrorpaackoii od;1actu



